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MODULE5

1)Whatarethedifferentservicesprovidedbythetransportlayer?

1.Process-to-ProcessCommunication

Thefirstdutyofatransport-layerprotocolistoprovideprocess-to-process

communication.Aprocessisanapplication-layerentity(runningprogram)that

usestheservicesofthetransportlayer.Thenetworklayerisresponsiblefor

communicationatthecomputerlevel(host-to-hostcommunication).Anetwork-

layerprotocolcandeliverthemessageonlytothedestinationcomputer.

However,thisisanincompletedelivery.Themessagestillneedstobehanded

tothecorrectprocess.Thisiswhereatransport-layerprotocoltakesover.A

transport-layerprotocolisresponsiblefordeliveryofthemessagetothe

appropriateprocess.Figureshowsthedomainsofanetworklayeranda

transportlayer.

Figure1:Networklayerversustransportlayer

2.EncapsulationandDecapsulation

Tosendamessagefromoneprocesstoanother,thetransport-layerprotocol

encapsulatesanddecapsulatesmessages(Figure2).Encapsulationhappensat

thesendersite.Whenaprocesshasamessagetosend,itpassesthemessage

tothetransportlayeralongwithapairofsocketaddressesandsomeother

piecesofinformation,whichdependonthetransport-layerprotocol.The

transportlayerreceivesthedataandaddsthetransport-layerheader.The

packetsatthetransportlayerintheInternetarecalleduserdatagrams,

segments,orpackets,dependingonwhattransport-layerprotocolweuse.In



CCNModule5:Transportlayer

Dept.ofECE,RNSITPage2

general,transport-layerpayloadsarecalledaspackets.

Decapsulationhappensatthereceiversite.Whenthemessagearrivesatthe

destinationtransportlayer,theheaderisdroppedandthetransportlayer

deliversthemessagetotheprocessrunningattheapplicationlayer.Thesender

socketaddressispassedtotheprocessincaseitneedstorespondtothe

messagereceived.

Figure2:Encapsulationanddecapsulation

3.MultiplexingandDemultiplexing

Wheneveranentityacceptsitemsfrom morethanonesource,thisis

referredtoasmultiplexing(manytoone);wheneveranentitydeliversitemsto

morethanonesource,thisisreferredtoasdemultiplexing(onetomany).The

transportlayeratthesourceperformsmultiplexing;thetransportlayeratthe

destinationperformsdemultiplexing

Figure3showscommunicationbetweenaclientandtwoservers.

Threeclientprocessesarerunningattheclientsite,P1,P2,andP3.The

processesP1andP3needtosendrequeststothecorrespondingserver

processrunninginaserver.TheclientprocessP2needstosendarequestto

thecorrespondingserverprocessrunningatanotherserver.Thetransportlayer

attheclientsiteacceptsthreemessagesfromthethreeprocessesandcreates

threepackets.Itactsasamultiplexer.Thepackets1and3usethesamelogical

channeltoreachthetransportlayerofthefirstserver.Whentheyarriveatthe

server,thetransportlayerdoesthejobofademultiplexeranddistributesthe

messagestotwodifferentprocesses.Thetransportlayeratthesecondserver

receivespacket2anddeliversittothecorrespondingprocess.Notethatwestill
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havedemultiplexingalthoughthereisonlyonemessage.

Figure3:Multiplexinganddemultiplexing

4.FlowControl

Wheneveranentityproducesitemsandanotherentityconsumesthem,there

shouldbeabalancebetweenproductionandconsumptionrates.Iftheitems

areproducedfasterthantheycanbeconsumed,theconsumercanbe

overwhelmedandmayneedtodiscardsomeitems.Iftheitemsareproduced

moreslowlythantheycanbeconsumed,theconsumermustwait,andthe

systembecomeslessefficient.Flowcontrolisrelatedtothefirstissue.Weneed

topreventlosingthedataitemsattheconsumersite.

PushingorPulling

Deliveryofitemsfromaproducertoaconsumercanoccurinoneoftwoways:

pushingorpulling.Ifthesenderdeliversitemswhenevertheyareproduced

withoutapriorrequestfromtheconsumerthedeliveryisreferredtoaspushing.

Iftheproducerdeliverstheitemsaftertheconsumerhasrequestedthem,the

deliveryisreferredtoaspulling.Figure4showsthesetwotypesofdelivery.
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Figure4:Pushingorpulling

FlowControlatTransportLayer

Incommunicationatthetransportlayer,wearedealingwithfourentities:

senderprocess,sendertransportlayer,receivertransportlayer,andreceiver

process.Thesendingprocessattheapplicationlayerisonlyaproducer.It

producesmessagechunksandpushesthemtothetransportlayer.

Thesendingtransportlayerhasadoublerole:Itisbothaconsumeranda

producer.Itconsumesthemessagespushedbytheproducer.Itencapsulatesthe

messagesinpacketsandpushesthem tothereceivingtransportlayer.The

receivingtransportlayeralsohasadoublerole:itistheconsumerforthepackets

receivedfrom thesenderandtheproducerthatdecapsulatesthemessagesand

deliversthem totheapplicationlayer.Thelastdelivery,however,isnormallya

pullingdelivery;thetransportlayerwaitsuntiltheapplication-layerprocessasksfor

messages.

Figure5showsthatweneedatleasttwocasesofflowcontrol:from the

sendingtransportlayertothesendingapplicationlayerandfrom thereceiving

transportlayertothesendingtransportlayer.

Figure5:Flowcontrolatthetransportlayer

5.ErrorControl

IntheInternet,sincetheunderlyingnetworklayer(IP)isunreliable,weneedto
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makethetransportlayerreliableiftheapplicationrequiresreliability.Reliability

canbeachievedtoadderrorcontrolservicestothetransportlayer.Errorcontrol

atthetransportlayerisresponsiblefor

1.Detectinganddiscardingcorruptedpackets.

2.Keepingtrackoflostanddiscardedpacketsandresendingthem.

3.Recognizingduplicatepacketsanddiscardingthem.

4.Bufferingout-of-orderpacketsuntilthemissingpacketsarrive.

Errorcontrol,unlikeflowcontrol,involvesonlythesendingandreceiving

transportlayers.Assumethatthemessagechunksexchangedbetweenthe

applicationandtransportlayersareerrorfree.Figure6showstheerrorcontrol

betweenthesendingandreceivingtransportlayers.Aswiththecaseofflow

control,thereceivingtransportlayermanageserrorcontrol,mostofthetime,by

informingthesendingtransportlayerabouttheproblems.

Figure6:Errorcontrolatthetransportlayer

SequenceNumbers

Errorcontrolrequiresthatthesendingtransportlayerknowswhichpacketis

toberesentandthereceivingtransportlayerknowswhichpacketisaduplicate,or

whichpackethasarrivedoutoforder.Thiscanbedoneifthepacketsare

numbered.Wecanaddafieldtothetransport-layerpackettoholdthesequence

numberofthepacket.Whenapacketiscorruptedorlost,thereceivingtransport

layercansomehowinformthesendingtransportlayertoresendthatpacketusing

thesequencenumber.Thereceivingtransportlayercanalsodetectduplicate

packetsiftworeceivedpacketshavethesamesequencenumber.Theout-of-order

packetscanberecognizedbyobservinggapsinthesequencenumbers.Packets

arenumberedsequentially.However,becauseweneedtoincludethesequence

numberofeachpacketintheheader,weneedtosetalimit.Iftheheaderofthe

packetallowsmbitsforthesequencenumber,thesequencenumbersrangefrom0

to2m-1.
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Forexample,ifm is4,theonlysequencenumbersare0through15,inclusive.

However,we

canwraparoundthesequence.Sothesequencenumbersinthiscaseare

Inotherwords,thesequencenumbersaremodulo2m.

Acknowledgment

Thereceiversidecansendanacknowledgment(ACK)foreachofa

collectionofpacketsthathavearrivedsafeandsound.Thereceivercansimply

discardthecorruptedpackets.Thesendercandetectlostpacketsifitusesatimer.

Whenapacketissent,thesenderstartsatimer.IfanACKdoesnotarrivebefore

thetimerexpires,thesenderresendsthepacket.Duplicatepacketscanbesilently

discardedbythereceiver.Out-of-orderpacketscanbeeitherdiscarded(tobe

treatedaslostpacketsbythesender),orstoreduntilthemissingonearrives.

6.CongestionControl

Congestioninanetworkmayoccuriftheloadonthenetwork—thenumberof

packetssenttothenetworkisgreaterthanthecapacityofthenetwork,thenumber

ofpacketsanetworkcanhandle.Congestioncontrolreferstothemechanismsand

techniquesthatcontrolthecongestionandkeeptheloadbelowthecapacity.

Congestionhappensinanysystem thatinvolveswaiting.Forexample,

congestionhappensonafreewaybecauseanyabnormalityintheflow,suchasan

accidentduring rush hour,creates blockage.Congestion in a network or

internetworkoccursbecauseroutersandswitcheshavequeues—buffersthathold

thepacketsbeforeandafterprocessing.Arouter,forexample,hasaninputqueue

andanoutputqueueforeachinterface.Ifaroutercannotprocessthepacketsat

thesamerateatwhichtheyarrive,thequeuesbecomeoverloadedandcongestion

occurs.Congestionatthetransportlayerisactuallytheresultofcongestionatthe

networklayer,whichmanifestsitselfatthetransportlayer.

2)Explaintheconceptofslidingwindowwithaneatdiagram.

SlidingWindow

Sincethesequencenumbersusemodulo2m,acirclecanrepresentthe

sequencenumbersfrom0to2m −1(Figure7).Thebufferisrepresentedasa

setofslices,calledtheslidingwindow,thatoccupiespartofthecircleatany
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time.Atthesendersite,whenapacketissent,thecorrespondingsliceis

marked.Whenalltheslicesaremarked,itmeansthatthebufferisfullandno

furthermessagescanbeacceptedfromtheapplicationlayer.

Whenanacknowledgmentarrives,thecorrespondingsliceisunmarked.If

someconsecutiveslicesfromthebeginningofthewindowareunmarked,the

windowslidesovertherangeofthecorrespondingsequencenumberstoallow

morefreeslicesattheendofthewindow.Figure7showstheslidingwindowat

thesender.Thesequencenumbersareinmodulo16(m=4)andthesizeofthe

windowis7.Theslidingwindowisjustanabstraction:theactualsituationuses

computervariablestoholdthesequencenumbersofthenextpackettobesent

andthelastpacketsent.

Figure7:Slidingwindowincircularformat

Mostprotocolsshowtheslidingwindowusinglinearrepresentation.Theideais

thesame,butitnormallytakeslessspaceonpaper.Figure8showsthis

representation.
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Figure8:Slidingwindowinlinearformat

3.Writeoutlineandexplainsendwindow andreceivewindow forGobackN

protocol/selectiverepeatprotocol.

Go-BackNprotocol

Toimprovetheefficiencyoftransmission(tofillthepipe),multiplepackets

mustbeintransitionwhilethesenderiswaitingforacknowledgment.Inother

words,weneedtoletmorethanonepacketbeoutstandingtokeepthechannel

busywhilethesenderiswaitingforacknowledgment.Oneoftheprotocolis

calledGo-Back-N(GBN).ThekeytoGo-back-Nisthatwecansendseveral

packetsbeforereceivingacknowledgments,butthereceivercanonlybuffer

onepacket.Wekeepacopyofthesentpacketsuntiltheacknowledgments

arrive.Figure9showstheoutlineoftheprotocol.
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Figure9:Go-Back-Nprotocol

SendWindow

Thesendwindowisanimaginaryboxcoveringthesequencenumbersofthe

datapacketsthatcanbeintransitorcanbesent.Ineachwindowposition,someof

thesequencenumbersdefinethepacketsthathavebeensent;othersdefinethose

thatcanbesent.Themaximumsizeofthewindowis2m-1,weletthesizebefixed

andsettothemaximumvalue,Figure10showsaslidingwindowofsize7(m=3)

fortheGo-Back-Nprotocol.

Figure10:SendwindowforGo-Back-N

Thesendwindowatanytimedividesthepossiblesequencenumbersinto

fourregions.Thefirstregion,leftofthewindow,definesthesequencenumbers

belongingtopacketsthatarealreadyacknowledged.Thesenderdoesnotworry

aboutthesepacketsandkeepsnocopiesofthem.Thesecondregion,colored,

definestherangeofsequencenumbersbelongingtothepacketsthathavebeen

sent,buthaveanunknownstatus.Thesenderneedstowaittofindoutifthese

packetshavebeenreceivedorwerelost.Thesearecalledasoutstandingpackets.

Thethirdrange,whiteinthefigure,definestherangeofsequencenumbersfor

packetsthatcanbesent;however,thecorrespondingdatahavenotyetbeen

receivedfromtheapplicationlayer.Finally,thefourthregion,rightofthewindow,

definessequencenumbersthatcannotbeuseduntilthewindowslides.
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Figure11:Slidingthesendwindow

Figure11showshowasendwindowcanslideoneormoreslotstotheright

when an acknowledgmentarrives from the otherend.In the figure,an

acknowledgmentwithack

No=6hasarrived.Thismeansthatthereceiveriswaitingforpacketswith

sequenceno6.

ReceiveWindow

Thereceivewindowmakessurethatthecorrectdatapacketsarereceived

andthatthecorrectacknowledgmentsaresent.InGo-Back-N,thesizeofthe

receivewindowisalways1.Thereceiverisalwayslookingforthearrivalofa

specificpacket.Anypacketarrivingoutoforderisdiscardedandneedstobe

resent.Figure12showsthereceivewindow.Itneedsonlyonevariable,Rn(receive

window,nextpacketexpected),todefinethisabstraction.Thesequencenumbers

totheleftofthewindowbelongtothepacketsalreadyreceivedandacknowledged;

thesequencenumberstotherightofthiswindowdefinethepacketsthatcannotbe

received.Anyreceivedpacketwithasequencenumberinthesetworegionsis

discarded.OnlyapacketwithasequencenumbermatchingthevalueofRnis

acceptedandacknowledged.Thereceivewindowalsoslides,butonlyoneslotata

time.Whenacorrectpacketisreceived,thewindowslides,Rn=(Rn+1)modulo2m.
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Figure12:ReceivewindowforGo-Back-N

FSMs

Figure13showstheFSMsfortheGBNprotocol.

Sender

Thesenderstartsinthereadystate,butthereafteritcanbeinoneofthetwostates:

readyorblocking.Thetwovariablesarenormallyinitializedto0(Sf=Sn=0).

 Readystate.Foureventsmayoccurwhenthesenderisinreadystate.

a.Ifarequestcomesfromtheapplicationlayer,thesendercreatesapacketwith

thesequence numbersettoSn.Acopyofthepacketisstored,andthepacket

issent.Thesenderalsostartstheonlytimerifitisnotrunning.ThevalueofSn

isnowincremented,(Sn=Sn+1)modulo2m.Ifthewindowisfull,Sn=(Sf+

Ssize)modulo2m,thesendergoestotheblockingstate.

b.Ifanerror-freeACKarriveswithackNorelatedtooneoftheoutstanding

packets,thesenderslidesthewindow(setSf=ackNo),andifalloutstanding

packetsareacknowledged(ackNo=Sn),thenthetimerisstopped.Ifall

outstandingpacketsarenotacknowledged,thetimerisrestarted.

c.IfacorruptedACKoranerror-freeACKwithacknumbernotrelatedtothe

outstandingpacketarrives,itisdiscarded.

d.Ifatime-outoccurs,thesenderresendsalloutstandingpacketsandrestartsthe

timer.

 Blockingstate.Threeeventsmayoccurinthiscase:

a.Ifanerror-freeACKarriveswithackNorelatedtooneoftheoutstandingpackets,

thesenderslidesthewindow(setSf=ackNo)andifalloutstandingpacketsare

acknowledged(ackNo=Sn),thenthetimerisstopped.Ifalloutstandingpackets
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arenotacknowledged,thetimerisrestarted.Thesenderthenmovestotheready

state.

b.IfacorruptedACKoranerror-freeACKwiththeackNonotrelatedtothe

outstandingpacketsarrives,theACKisdiscarded.

c.Ifatime-outoccurs,thesendersendsalloutstandingpacketsandrestartsthe

timer.

Figure13FSMsfortheGo-Back-Nprotocol

Receiver

Thereceiverisalwaysinthereadystate.Theonlyvariable,Rn,isinitializedto0.

Threeeventsmayoccur:

a.Ifanerror-freepacketwithseqNo=Rnarrives,themessageinthepacketis

delivered
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totheapplicationlayer.Thewindowthenslides,Rn=(Rn+1)modulo2m.

FinallyanACKissentwithackNo=Rn.

b.Ifanerror-freepacketwithseqNooutsidethewindowarrives,thepacketis

discarded,

butanACKwithackNo=Rnissent.

c.Ifacorruptedpacketarrives,itisdiscarded.

SendWindowSize

Thesizeofthesendwindowmustbelessthan2misbecauseforexample,choose

m=2,whichmeansthesizeofthewindowcanbe2m-1,or3.Figure14compares

awindowsizeof3againstawindowsizeof4.Ifthesizeofthewindowis3(less

than2m)andallthreeacknowledgmentsarelost,theonlytimerexpiresandallthree

packetsareresent.Thereceiverisnowexpectingpacket3,notpacket0,sothe

duplicatepacketiscorrectlydiscarded.Ontheotherhand,ifthesizeofthewindow

is4(equalto22)andallacknowledgmentsarelost,thesenderwillsendaduplicate

ofpacket0.However,thistimethewindowofthereceiverexpectstoreceivepacket

0(inthenextcycle),soitacceptspacket0,notasaduplicate,butasthefirst

packetinthenextcycle.Thisisanerror.Thisshowsthatthesizeofthesend

windowmustbelessthan2m.

Figure14SendwindowsizeforGo-Back-N

Example1
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Figure15showsanexampleofGo-Back-N.Thisisanexampleofacasewherethe

forwardchannelisreliable,butthereverseisnot.Nodatapacketsarelost,but

someACKsaredelayedandoneislost.Theexamplealsoshowshowcumulative

acknowledgmentscanhelpifacknowledgmentsaredelayedorlost.

Figure15:FlowdiagramforExample1

Afterinitialization,therearesomesenderevents.Requesteventsare

triggeredbymessagechunksfromtheapplicationlayer;arrivaleventsaretriggered

byACKsreceivedfromthenetworklayer.Thereisnotime-outeventherebecause

alloutstandingpacketsareacknowledgedbeforethetimerexpires.AlthoughACK2

islost,ACK3iscumulativeandservesasbothACK2andACK3.Therearefour

eventsatthereceiversite.

Example2

Figure16showswhathappenswhenapacketislost.Packets0,1,2,and3aresent.

However,packet1islost.Thereceiverreceivespackets2and3,buttheyare

discardedbecausetheyarereceivedoutoforder(packet1isexpected).Whenthe

receiverreceivespackets2and3,itsendsACK1toshowthatitexpectstoreceive

packet1.However,theseACKsarenotusefulforthesenderbecausetheackNois

equaltoSf,notgreaterthanSf.Sothesenderdiscardsthem.Whenthetime-out
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occurs,thesenderresendspackets1,2,and3,whichareacknowledged.

Go-Back-NversusStop-and-Wait

TheStop-and-WaitprotocolisactuallyaGo-Back-Nprotocolinwhichthereareonly

twosequencenumbersandthesendwindowsizeis1.Inotherwords,m=1and2m

−1=1.InGo-Back-N,wesaidthatthearithmeticismodulo2m;inStop-and-Waitit

ismodulo2,whichisthesameas2mwhenm=1.
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Figure16:FlowdiagramforExample2

Selective-RepeatProtocol

TheGo-Back-Nprotocolsimplifiestheprocessatthereceiver.Thereceiver

keepstrackofonlyonevariable,andthereisnoneedtobufferout-of-orderpackets;

theyaresimplydiscarded.However,thisprotocolisinefficientiftheunderlying

networkprotocollosesalotofpackets.Eachtimeasinglepacketislostor

corrupted,thesenderresendsalloutstandingpackets,eventhoughsomeofthese

packetsmayhavebeenreceivedsafeandsoundbutoutoforder.Ifthenetwork

layerislosingmanypacketsbecauseofcongestioninthenetwork,theresending

ofalloftheseoutstandingpacketsmakesthecongestionworse,andeventually

morepacketsarelost.Thishasanavalancheeffectthatmayresultinthetotal

collapseofthenetwork.

Anotherprotocol,called theSelective-Repeat(SR)protocol,hasbeen

devised,which,asthenameimplies,resendsonlyselectivepackets,thosethatare

actuallylost.

TheoutlineofthisprotocolisshowninFigure17.

Figure17:OutlineofSelective-Repeat

Windows

TheSelective-Repeatprotocolalsousestwowindows:asendwindowanda

receivewindow.However,therearedifferencesbetweenthewindowsinthis
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protocolandtheonesinGo-Back-N.First,themaximumsizeofthesendwindowis

muchsmaller;itis2m-1.Thereasonforthiswillbediscussedlater.Second,the

receivewindowisthesamesizeasthesendwindow.

Thesendwindowmaximum sizecanbe2m-1.Forexample,ifm =4,the

sequencenumbersgofrom0to15,butthemaximumsizeofthewindowisjust8

(itis15intheGo-Back-NProtocol).TheSelective-RepeatsendwindowinFigure

18.1toemphasizethesize.

ThereceivewindowinSelective-RepeatistotallydifferentfromtheoneinGo

-Back-N.Thesizeofthereceivewindowisthesameasthesizeofthesendwindow

(max2m-1).TheSelective-Repeatprotocolallowsasmanypacketsasthesizeof

thereceivewindow toarriveoutoforderandbekeptuntilthereisasetof

consecutivepacketstobedeliveredtotheapplicationlayer.Becausethesizesof

thesendwindowandreceivewindowarethesame,allthepacketsinthesend

packetcanarriveoutoforderandbestoreduntiltheycanbedelivered.To

emphasizethatinareliableprotocolthereceiverneverdeliverspacketsoutof

ordertotheapplicationlayer.

Figure18.2showsthereceivewindowinSelective-Repeat.Thoseslotsinsidethe

windowthatareshadeddefinepacketsthathavearrivedoutoforderandare

waitingfortheearliertransmittedpackettoarrivebeforedeliverytotheapplication

layer.

Figure18.1:SendwindowforSelective-Repeatprotocol
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Figure18.2:ReceivewindowforSelective-Repeatprotocol

Example3

Assumeasendersends6packets:packets0,1,2,3,4,and5.Thesenderreceives

anACKwithackNo=3.WhatistheinterpretationifthesystemisusingGBNorSR?

Solution

IfthesystemisusingGBN,itmeansthatpackets0,1,and2havebeenreceived

uncorruptedandthereceiverisexpectingpacket3.Ifthesystem isusingSR,it

meansthatpacket3hasbeenreceiveduncorrupted;theACKdoesnotsayanything

aboutotherpackets.

FSMs

Figure19showstheFSMsfortheSelective-Repeatprotocol.Itissimilartothe

onesfortheGBN,buttherearesomedifferences.

Sender

Thesenderstartsinthereadystate,butlateritcanbeinoneofthetwostates:

readyorblocking.Thefollowingshowstheeventsandthecorrespondingactionsin

eachstate.

 Readystate.Foureventsmayoccurinthiscase:

a.Ifarequestcomesfromtheapplicationlayer,thesendercreatesapacketwith

thesequencenumbersettoSn.Acopyofthepacketisstored,andthepacketis

sent.Ifthetimerisnotrunning,thesenderstartsthetimer.ThevalueofSnis

nowincremented,Sn=(Sn+1)modulo2m.Ifthewindowisfull,Sn=(Sf+Ssize)

modulo2m,thesendergoestotheblockingstate.

b.Ifanerror-freeACKarriveswithackNorelatedtooneoftheoutstandingpackets,
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that packetismarkedasacknowledged.IftheackNo=Sf,thewindowslidesto

therightuntiltheSfpointstothefirstunacknowledgedpacket(allconsecutive

acknowledgedpacketsarenowoutsidethewindow).Ifthereareoutstanding

packets,thetimerisrestarted;otherwise,thetimerisstopped.

c.IfacorruptedACKoranerror-freeACKwithackNonotrelatedtoanoutstanding

packetarrives,itisdiscarded.

d.Ifatime-outoccurs,thesenderresendsallunacknowledgedpacketsinthe

windowandrestartsthetimer.

 Blockingstate.Threeeventsmayoccurinthiscase:

a.Ifanerror-freeACKarriveswithackNorelatedtooneoftheoutstandingpackets,

thatpacketismarkedasacknowledged.Inaddition,iftheackNo=Sf,the

windowisslidtotherightuntiltheSfpointstothefirstunacknowledgedpacket

(allconsecutiveacknowledgedpacketsarenow outsidethewindow).Ifthe

window

hasslid,thesendermovestothereadystate.

b.IfacorruptedACKoranerror-freeACKwiththeackNonotrelatedtooutstanding

packetsarrives,theACKisdiscarded.

c.Ifatime-outoccurs,thesenderresendsallunacknowledgedpacketsinthe

windowand restartsthetimer.
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Receiver

Thereceiverisalwaysinthereadystate.Threeeventsmayoccur:

a.Ifanerror-freepacketwithseqNointhewindowarrives,thepacketisstoredand

anACKwithackNo=seqNoissent.Inaddition,iftheseqNo=Rn,thenthe

packetandallpreviouslyarrivedconsecutivepacketsaredeliveredtothe

applicationlayerandthewindowslidessothattheRnpointstothefirstempty

slot.
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b.Ifanerror-freepacketwithseqNooutsidethewindowarrives,thepacketis

discarded,butanACKwithackNo=Rnisreturnedtothesender.Thisisneeded

toletthesenderslideitswindowifsomeACKsrelatedtopacketswithseqNo<

Rnwerelost.

c.Ifacorruptedpacketarrives,thepacketisdiscarded.

Example4

ThisexampleissimilartoExample2(Figure16)inwhichpacket1islost.Selective-

Repeatbehaviourisshowninthiscase.Figure19showsthesituation.

Figure19:FlowdiagramforExample4

Atthesender,packet0istransmittedandacknowledged.Packet1islost.

Packets2and3arriveoutoforderandareacknowledged.Whenthetimertimes

out,packet1(theonlyunacknowledgedpacket)isresentandisacknowledged.The

sendwindowthenslides.

Atthereceiversiteweneedtodistinguishbetweentheacceptanceofa

packetanditsdeliverytotheapplicationlayer.Atthesecondarrival,packet2
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arrivesandisstoredandmarked(shadedslot),butitcannotbedeliveredbecause

packet1ismissing.Atthenextarrival,packet3arrivesandismarkedandstored,

butstillnoneofthepacketscanbedelivered.Onlyatthelastarrival,whenfinallya

copyofpacket1arrives,canpackets1,2,and3bedeliveredtotheapplication

layer.Therearetwoconditionsforthedeliveryofpacketstotheapplicationlayer:

First,asetofconsecutivepacketsmusthavearrived.Second,thesetstartsfrom

thebeginningofthewindow.Afterthefirstarrival,therewasonlyonepacketandit

startedfrom thebeginningofthewindow.Afterthelastarrival,therearethree

packetsandthefirstonestartsfromthebeginningofthewindow.Thekeyisthata

reliabletransportlayerpromisestodeliverpacketsinorder.

WindowSizes

Wecannowshowwhythesizeofthesenderandreceiverwindowscanbe

atmostone-halfof2m.Foranexample,wechoosem=2,whichmeansthesizeof

thewindowis2m/2or2(m−1)=2.Figure23.36comparesawindowsizeof2witha

windowsizeof3.Ifthesizeofthewindowis2andallacknowledgmentsarelost,

thetimerforpacket0expiresandpacket0isresent.However,thewindowofthe

receiverisnow expectingpacket2,notpacket0,sothisduplicatepacketis

correctlydiscarded(thesequencenumber0isnotinthewindow).Whenthesizeof

thewindowis3andallacknowledgmentsarelost,thesendersendsaduplicateof

packet0.However,thistime,thewindowofthereceiverexpectstoreceivepacket0

(0ispartofthewindow),soitacceptspacket0,notasaduplicate,butasapacket

inthenextcycle.Thisisclearlyanerror.

4.WhataretheservicesprovidedbyUDP?Mentionanyfourtypicalapplicationsof

UDP.

Process-to-ProcessCommunication

UDP providesprocess-to-processcommunication using socketaddresses,a

combinationofIPaddressesandportnumbers.

ConnectionlessServices

UDPprovidesaconnectionlessservice.Thismeansthateachuserdatagramsent

byUDPisanindependentdatagram.Thereisnorelationshipbetweenthedifferent

userdatagramseveniftheyarecomingfromthesamesourceprocessandgoing

tothesamedestinationprogram.Theuserdatagramsarenotnumbered.Also,
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unlikeTCP,thereisnoconnectionestablishmentandnoconnectiontermination.

Thismeansthateachuserdatagram cantravelonadifferentpath.Oneofthe

ramificationsofbeingconnectionlessisthattheprocessthatusesUDPcannot

sendastreamofdatatoUDPandexpectUDPtochopthemintodifferent,related

userdatagrams.Insteadeachrequestmustbesmallenoughtofitintooneuser

datagram.Onlythoseprocessessendingshortmessages,messageslessthan

65,507bytes(65,535minus8bytesfortheUDPheaderandminus20bytesforthe

IPheader),canuseUDP.

FlowControl

UDPisaverysimpleprotocol.Thereisnoflowcontrol,andhencenowindow

mechanism.Thereceivermayoverflowwithincomingmessages.Thelackofflow

controlmeansthattheprocessusingUDPshouldprovideforthisservice,ifneeded.

ErrorControl

ThereisnoerrorcontrolmechanisminUDPexceptforthechecksum.Thismeans

thatthesenderdoesnotknowifamessagehasbeenlostorduplicated.Whenthe

receiverdetectsanerrorthroughthechecksum,theuserdatagram issilently

discarded.ThelackoferrorcontrolmeansthattheprocessusingUDPshould

provideforthisservice,ifneeded.

Checksum

UDPchecksum calculationincludesthreesections:apseudoheader,theUDP

header,andthedatacomingfromtheapplicationlayer.Thepseudoheaderisthe

partoftheheaderoftheIPpacketinwhichtheuserdatagramistobeencapsulated

withsomefieldsfilledwith0s(seeFigure20).

Figure20:Pseudoheaderforchecksumcalculation
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Ifthechecksumdoesnotincludethepseudoheader,auserdatagrammay

arrivesafeandsound.However,iftheIPheaderiscorrupted,itmaybedeliveredto

thewronghost.Theprotocolfieldisaddedtoensurethatthepacketbelongsto

UDP,andnottoTCP.WewillseelaterthatifaprocesscanuseeitherUDPorTCP,

thedestinationportnumbercanbethesame.Thevalueoftheprotocolfieldfor

UDPis17.Ifthisvalueischangedduringtransmission,thechecksumcalculation

atthereceiverwilldetectitandUDPdropsthepacket.Itisnotdeliveredtothe

wrongprotocol.

CongestionControl

SinceUDPisaconnectionlessprotocol,itdoesnotprovidecongestioncontrol.

UDPassumesthatthepacketssentaresmallandsporadicandcannotcreate

congestioninthenetwork.Thisassumptionmayormaynotbetruetoday,when

UDPisusedforinteractivereal-timetransferofaudioandvideo.

EncapsulationandDecapsulation

Tosendamessagefromoneprocesstoanother,theUDPprotocolencapsulates

anddecapsulatesmessages.

Queuing

InUDP,queuesareassociatedwithports.Attheclientsite,whenaprocessstarts,

itrequestsaportnumberfrom theoperating system.Someimplementations

createbothanincomingandanoutgoingqueue.associatedwitheachprocess.

Otherimplementationscreateonlyanincomingqueueassociatedwitheach

process.

MultiplexingandDemultiplexing

InahostrunningaTCP/IPprotocolsuite,thereisonlyoneUDPbutpossibly

severalprocessesthatmaywanttousetheservicesofUDP.Tohandlethis

situation,UDPmultiplexesanddemultiplexes.

TypicalApplications

Thefollowingshowssometypicalapplicationsthatcanbenefitmorefrom the

servicesofUDPthanfromthoseofTCP.

UDP is suitable fora process thatrequires simple request-response

communicationwithlittleconcernforflowanderrorcontrol.Itisnotusually

usedforaprocesssuchasFTPthatneedstosendbulkdata.

UDPissuitableforaprocesswithinternalflow-anderror-controlmechanisms.

Forexample,theTrivialFileTransferProtocol(TFTP)processincludesflowand
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errorcontrol.ItcaneasilyuseUDP.

UDPisasuitabletransportprotocolformulticasting.Multicastingcapabilityis

embeddedintheUDPsoftwarebutnotintheTCPsoftware.

UDPisusedformanagementprocessessuchasSNMP.

UDPisusedforsomerouteupdatingprotocolssuchasRoutingInformation

Protocol(RIP).

UDPisnormallyusedforinteractivereal-timeapplicationsthatcannottolerate

unevendelaybetweensectionsofareceivedmessage.

5.WhatarethedifferentTCPservicesandfeatures?Explainthem

 Process-to-ProcessCommunication

TCPprovidesprocess-to-processcommunicationusingportnumbers.

 StreamDeliveryService

TCP,unlikeUDP,isastream-orientedprotocol.InUDP,aprocesssendsmessages

withpredefinedboundariestoUDPfordelivery.UDPaddsitsownheadertoeachof

thesemessagesanddeliversittoIPfortransmission.Eachmessagefrom the

processiscalledauserdatagram,andbecomes,eventually,oneIPdatagram.

NeitherIPnorUDPrecognizesanyrelationshipbetweenthedatagrams.

TCP,ontheotherhand,allowsthesendingprocesstodeliverdataasa

stream ofbytesandallowsthereceivingprocesstoobtaindataasastream of

bytes.TCPcreatesanenvironmentinwhichthetwoprocessesseem tobe

connectedbyanimaginary“tube”thatcarriestheirbytesacrosstheInternet.This

imaginaryenvironmentisdepictedinFigure21.Thesendingprocessproduces

(writesto)thestreamandthereceivingprocessconsumes(readsfrom)it.

Figure21:Streamdelivery

 SendingandReceivingBuffers

Onewaytoimplementabufferistouseacirculararrayof1-bytelocations
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asshowninFigure22.Forsimplicity,itisshownastwobuffersof20byteseach;

normallythebuffersarehundredsorthousandsofbytes,dependingonthe

implementation.Wealsoshowthebuffersasthesamesize,whichisnotalways

thecase.Thefigureshowsthemovementofthedatainonedirection.Atthesender,

thebufferhasthreetypesofchambers.Thewhitesectioncontainsempty

chambersthatcanbefilledbythesendingprocess(producer).Thecoloredarea

holdsbytesthathavebeensentbutnotyetacknowledged.TheTCPsenderkeeps

thesebytesinthebufferuntilitreceivesanacknowledgment.Theshadedarea

containsbytestobesentbythesendingTCP.However,aswewillseelaterinthis

chapter,TCPmaybeabletosendonlypartofthisshadedsection.Thiscouldbe

duetotheslownessofthereceivingprocessortocongestioninthenetwork.Also

notethat,afterthebytesinthecoloredchambersareacknowledged,thechambers

arerecycledandavailableforusebythesendingprocess.

Theoperationofthebufferatthereceiverissimpler.Thecircularbufferis

dividedintotwoareas(shownaswhiteandcolored).Thewhiteareacontains

emptychamberstobefilledbybytesreceivedfrom thenetwork.Thecolored

sectionscontainreceivedbytesthatcanbereadbythereceivingprocess.Whena

byteisreadbythereceivingprocess,thechamberisrecycledandaddedtothepool

ofemptychambers.

Figure22:Sendingandreceivingbuffers

 Segments

Althoughbufferinghandlesthedisparitybetweenthespeedoftheproducingand

consumingprocesses,weneedonemorestepbeforewecansenddata.The

networklayer,asaserviceproviderforTCP,needstosenddatainpackets,notasa

streamofbytes.Atthetransportlayer,TCPgroupsanumberofbytestogetherinto

apacketcalledasegment.

TCPaddsaheadertoeachsegment(forcontrolpurposes)anddeliversthe
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segmenttothenetworklayerfortransmission.Thesegmentsareencapsulatedin

anIPdatagram andtransmitted.Thisentireoperationistransparenttothe

receivingprocess.Segmentsmaybereceivedoutoforder,lostorcorrupted,and

resent.AllofthesearehandledbytheTCPreceiverwiththereceivingapplication

processunawareofTCP’sactivities.Figure23showshowsegmentsarecreated

fromthebytesinthebuffers.

Segmentsarenotnecessarilyallthesamesize.Inthefigure,forsimplicity,it

isshownonesegmentcarrying3bytesandtheothercarrying5bytes.Inreality,

segmentscarryhundreds,ifnotthousands,ofbytes.

Figure23:TCPsegments

 Full-DuplexCommunication

TCPoffersfull-duplexservice,wheredatacanflowinbothdirectionsatthesame

time.EachTCPendpointthenhasitsownsendingandreceivingbuffer,and

segmentsmoveinbothdirections.

 MultiplexingandDemultiplexing

LikeUDP,TCPperformsmultiplexingatthesenderanddemultiplexingatthe

receiver.However,sinceTCPisaconnection-orientedprotocol,aconnectionneeds

tobeestablishedforeachpairofprocesses.

 Connection-OrientedService

TCP,unlikeUDP,isaconnection-orientedprotocol.WhenaprocessatsiteAwants

tosendtoandreceivedatafrom anotherprocessatsiteB,thefollowingthree

phasesoccur:

1.ThetwoTCP’sestablishalogicalconnectionbetweenthem.

2.Dataareexchangedinbothdirections.

3.Theconnectionisterminated.
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Thisisalogicalconnection,notaphysicalconnection.TheTCPsegmentis

encapsulatedinanIPdatagramandcanbesentoutoforder,orlostorcorrupted,

andthenresent.Eachmayberoutedoveradifferentpathtoreachthedestination.

Thereisnophysicalconnection.TCPcreatesastream-orientedenvironmentin

whichitacceptstheresponsibilityofdeliveringthebytesinordertotheothersite.

 ReliableService

TCPisareliabletransportprotocol.Itusesanacknowledgmentmechanism to

checkthesafeandsoundarrivalofdata.

TCPFeatures

NumberingSystem

AlthoughtheTCPsoftwarekeepstrackofthesegmentsbeingtransmittedor

received,thereisnofieldforasegmentnumbervalueinthesegmentheader.

Instead,therearetwofields,calledthesequencenumberandtheacknowledgment

number.Thesetwofieldsrefertoabytenumberandnotasegmentnumber.

ByteNumber

TCP numbersalldatabytes(octets)thataretransmittedinaconnection.

Numberingisindependentineachdirection.WhenTCPreceivesbytesofdatafrom

aprocess,TCP storesthem inthesendingbufferandnumbersthem.The

numberingdoesnotnecessarilystartfrom 0.Instead,TCPchoosesanarbitrary

numberbetween0and232-1forthenumberofthefirstbyte.Forexample,ifthe

numberhappenstobe1057andthetotaldatatobesentis6000bytes,thebytes

arenumberedfrom1057to7056.Wewillseethatbytenumberingisusedforflow

anderrorcontrol.

SequenceNumber

Afterthebyteshavebeennumbered,TCPassignsasequencenumbertoeach

segmentthatisbeingsent.Thesequencenumber,ineachdirection,isdefinedas

follows:

1.ThesequencenumberofthefirstsegmentistheISN(initialsequencenumber),

whichisarandomnumber.

2.Thesequencenumberofanyothersegmentisthesequencenumberofthe

previoussegmentplusthenumberofbytes(realorimaginary)carriedbythe
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previoussegment.

AcknowledgmentNumber

CommunicationinTCPisfullduplex;whenaconnectionisestablished,bothparties

cansendandreceivedataatthesametime.Eachpartynumbersthebytes,usually

withadifferentstartingbytenumber.Thesequencenumberineachdirection

showsthenumberofthefirstbytecarriedbythesegment.Eachpartyalsousesan

acknowledgmentnumbertoconfirm thebytesithasreceived.However,the

acknowledgmentnumberdefinesthenumberofthenextbytethatthe party

expectstoreceive.Inaddition,theacknowledgmentnumberiscumulative,which

meansthatthepartytakesthenumberofthelastbytethatithasreceived,safeand

sound,adds1toit,andannouncesthissumastheacknowledgmentnumber.The

term cumulativeheremeansthatifapartyuses5643asanacknowledgment

number,ithasreceivedallbytesfromthebeginningupto5642.Notethatthisdoes

notmeanthatthepartyhasreceived5642bytes,becausethefirstbytenumber

doesnothavetobe0.

6.WithaneatdiagramexplainTCPsegmentformat

Segment

ApacketinTCPiscalledasegment.

Format

TheformatofasegmentisshowninFigure23.1.Thesegmentconsistsofa

headerof20to60bytes,followedbydatafrom theapplicationprogram.The

headeris20bytesiftherearenooptionsandupto60bytesifitcontainsoptions.
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Figure23.1:TCPsegmentformat

Sourceportaddress.Thisisa16-bitfieldthatdefinestheportnumberofthe

applicationprograminthehostthatissendingthesegment.

Destinationportaddress.Thisisa16-bitfieldthatdefinestheportnumberofthe

applicationprograminthehostthatisreceivingthesegment.

Sequencenumber.This32-bitfielddefinesthenumberassignedtothefirstbyte

ofdatacontainedinthissegment.Aswesaidbefore,TCPisastreamtransport

protocol.Toensureconnectivity,eachbytetobetransmittedisnumbered.The

sequencenumbertellsthedestinationwhichbyteinthissequenceisthefirst

byteinthesegment.Duringconnectionestablishment,eachpartyusesarandom

numbergeneratortocreateaninitialsequencenumber(ISN),whichisusually

differentineachdirection.

Acknowledgmentnumber.This32-bitfielddefinesthebytenumberthatthe

receiverofthesegmentisexpectingtoreceivefrom theotherparty.Ifthe

receiverofthesegmenthassuccessfullyreceivedbytenumberxfromtheother

party,itreturnsx+1astheacknowledgmentnumber.Acknowledgmentanddata

canbepiggybackedtogether.

Headerlength.This4-bitfieldindicatesthenumberof4-bytewordsintheTCP

header.Thelengthoftheheadercanbebetween20and60bytes.Therefore,the

valueofthisfieldisalwaysbetween5(5×4=20)and15(15×4=60).

Control.Thisfielddefines6differentcontrolbitsorflags,asshowninFigure

24.8.Oneormoreofthesebitscanbesetatatime.Thesebitsenableflow
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control,connectionestablishmentandtermination,connectionabortion,andthe

modeofdatatransferinTCP.Abriefdescriptionofeachbitisshowninthe

figure.24

Windowsize.ThisfielddefinesthewindowsizeofthesendingTCPinbytes.

Notethatthelengthofthisfieldis16bits,whichmeansthatthemaximumsize

ofthewindowis65,535bytes.Thisvalueisnormallyreferredtoasthereceiving

window(rwnd)andisdeterminedbythereceiver.Thesendermustobeythe

dictationofthereceiverinthiscase.

Checksum.This16-bitfieldcontainsthechecksum.Thecalculationofthe

checksumforTCPfollowsthesameprocedureastheonedescribedforUDP.

However,theuseofthechecksumintheUDPdatagramisoptional,whereasthe

useofthechecksumforTCPismandatory.

Urgentpointer.This16-bitfield,whichisvalidonlyiftheurgentflagisset,is

usedwhenthesegmentcontainsurgentdata.Itdefinesavaluethatmustbe

addedtothesequencenumbertoobtainthenumberofthelasturgentbyteinthe

datasectionofthesegment.

Options.Therecanbeupto40bytesofoptionalinformationintheTCPheader.

Encapsulation

ATCPsegmentencapsulatesthedatareceivedfromtheapplicationlayer.TheTCP

segmentisencapsulatedinanIPdatagram,whichinturnisencapsulatedina

frameatthedata-linklayer.


