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MODULE 1 

Introduction, Basics of Cryptography, Secret Key 

Cryptography 
 

 Computer security is all about studying cyber attacks with a view to defending against them.  

 The attacks include pharming and phishing attacks together with assorted malware and denial 

of service attacks. 

  Understanding what makes systems vulnerable to these attacks is an important first step in 

avoiding or preventing them.  

 There are different classes of vulnerabilities including those caused by poorly written or 

configured software.  

 There are diverse defence strategies such as Access control, authentication, and data 

protection techniques are introduced.  

1.1 Cyber Attacks  

1.1.1Motives 

 "What are the main goals of an attacker?"  

The sheer thrill of mounting a successful cyber attack has been motivation enough for 

hackers (Table 1.1).  

 Most hackers were (and still are) young adults, often teens, who had dropped out of 

school but were otherwise intelligent and focused.  

 Many of the "traditional" hackers seem to be obsessive programmers.  

 Often hackers use scripts and attack kits designed by others (these can be freely 

downloaded from the Internet). Their activities do not require any special programming 

skills or advanced knowledge of computer systems.  

 Other perpetrators of cyber attacks include company insiders, often employees who wish 

to gain illegal acces and have extra privileges 

 There is also a serious threat from cyber terrorists  

 Cyber terrorism is one weapon which may include biological, chemical, and nuclear 

weapons. Their goals are to cripple the information/communication systems of the 

financial and business institutions of their "enemies." 

 The primary motivation for launching cyber attacks has shifted to financial gain. 

Table 1 . 1 Notable cyber attacks  

Year Event  

 

1988 Robert Morrisa 23-year-old Cornell graduate student, released a worm that over an 
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Arpanet, incapacitating almost 6000 computers, congesting government and university 

systems. He was fined $10,000 and sentenced to 3 years probation. 

1991 31-year-old David L. Smith created the worm "Melissa," which infected thousands of 

computers causing damage of approximately $1.5 billion. This virus sent copies of 

itself to the first 50 names of the recipient's address book. He received a 20-month jail 

term. 

2001 "Anna Kournikova" virus. Promising photos of the tennis star mailed itself to the every 

person in the victim's address book. Investigators were apprehensive that the virus was 

created with a toolkit enabling the rookies to create a virus. 

2008 The headquarters of the Obama and McCain presidential campaigns were hacked.  

 

 

Some of the main motives of launching cyber attacks are: 

1. Theft of sensitive information. 

2. Disruption of service. 

3. Illegal access to or use of resources. 

 

1. Theft of sensitive information. 

 Many organizations store and communicate sensitive information. 

  Information on new products being designed or revenue sources can be hugely 

advantageous to a company's competitors.  

 Likewise, details of military installations or precise military plans can be of immense 

value to a nation's adversaries. 

  Political spying targeted at government ministries and national intelligence can HAVE 

many sensitive operations planned for the future.  

 Besides corporations, banks, the military, intelligence, etc., the individual too has 

increasingly been a target.  

 Leakage of personal information such as credit card numbers, passwords, and even 

personal spending habits are common and are collectively referred to as identity theft. 

Such information is advertised on certain websites and may be purchased for a small fee. 

 

2. Disruption of service. 

 Interruption or disruption of service is launched against an organization's servers so they 

are made  unavailable or inaccessible. 

  In recent times, there have been unconfirmed reports of such attacks being launched by 

business rivals of e-commerce websites.  
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 The goal here appears to be "my competitor's loss is my gain." In 2001, there were a 

series of such attacks that targeted the websites of Yahoo, Microsoft, etc. in a short span 

of time.  

 They were meant to alert corporates and others of the dangers of this class of attacks. 

3. Illegal access to or use of resources. 

 The goal here is to obtain free access or service to paid services. 

 Examples of this include free access to online digital products such as magazine or 

journal articles, free talk time on someone else's account, free use of computing power on 

a supercomputer, etc.  

 In each case, the attacker is able to circumvent controls that permit access to only paid 

subscribers of such services.  

1.1.2 Common Attacks  

Some of the common attacks are : 

1. Phishing 

2. Pharming 

3. Dictionary attacks 

4. Denial of Service (dos) 

5. Trojan 

6. Spyware 

1. Phishing:  

 One set of attacks are those that attempt to retrieve personal information from an 

individual. 

 It provokes  the victims to a fake website ð an on-line bank, for example. 

 The fake site has the look and feel of the authentic bank with which the victim has an 

account. 

 The victim is then asked  to enter sensitive information such as his/her login name and 

password, which are then passed on to the fake website.  

 Personal information may also be leaked out from credit cards, smart cards, and ATM 

cards through a variety of skimming attacks.  

2. Pharming:  

 It attempts to deduce sensitive information from lost or stolen smart cards through 

advanced power and timing measurements conducted on them. 

  Finally, leakage of information may also take place through eavesdropping or 

snooping on the link between two communicating parties. 

3. Dictionary attacks : 

 One means of intruding into a computer system is through password-guessing attacks. 

  The ultimate goal of the attacker is to impersonate his/her victim. 

  The attacker can then perform unauthorized logins (break-ins), make on-line purchases, 

initiate banking transactions, etc., all under the assumed identity of the victim.  
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1.2 DEFENCE STRATEGIES AND TECHNIQUES  

1.2.1 Access Control—Authentication and Authorization  

 The first defence strategy to prevent intrusions is access control.  

 This implies the existence of a trusted third party that mediates access to a protected 

system.  

 The trusted third party is typically implemented in software and may be a part of the 

operating system and/or the application. 

  The first step in access control is to permit or deny entry into the system. 

  This involves some form of authentication ð a process whereby the subject or principal 

(the party attempting to login) establishes that it is indeed the entity it claims to be. 

  One form of authentication is the humble password.  

 Example:The principal first enters his/her login name. By prompting him/her to enter 

his/her password, the system implicitly challenges the principal to prove his/her identity. 

  In this simple case, knowledge of the secret password constitutes "proof of identity." 

 After successful authentication, a subject is logged into the system. The subject may need 

to access several resources such as files.  

1.2.2 Data Protection  

 The data in transit or in storage needs to be protected.   

 It implies data confidentiality ï the data should not be readable by an intruder.  

 Another dimension to data protection is the preservation of data integrity.  

 This implies that the data while transmitting  should not be tampered or modified  

  Cryptographic techniques are among the best known ways to protect both, the 

confidentiality and integrity of data. 

  Cryptography is the science of disguising data and is the subject of the part of this book.  

 The encryption operation is performed by the sender which converts the plain text to 

ciphertext.  

 decryption operation is performed  by the receiver which converts the ciphertext to 

plaintext. 

 The encryption and decryption operations both use the same secret key known only to the 

sender and receiver.  

 This prevents an eavesdropper from decrypting the encrypted message.  

 the computation of the cryptographic checksum uses a secret shared by the sender and 

receiver.  

 The sender computes the checksum as a "one-way function" of the message and secret. It 

transmits the message and checksum.  

 The receiver also computes the checksum. If the computed checksum matches that 

received, the receiver concludes that there is no error in the received message.  
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1.3GUIDING PRINCIPLES  

1. Security is as much (or more) a human problem than a technological problem and must be 

addressed at different levels.  

 At the highest level, security should be addressed by top-level management in 

large organizations. 

  Robust security policies should be formulated and a comprehensive 

implementation strategy outlined by a dedicated team of security specialists, 

possibly headed by a Chief Information Security Officer (CISO). 

  Some of the mechanisms used to implement high-level policies are in the realm 

of technology.  

 Security engineers have a key role to play in designing techniques and products to 

protect organizations from the various cyber attacks.  

 System administrators handle day-to-day operations.  

 They should be proactive in crucial security practices such as patch application. 

  One of the key tasks of a system administrator is to configure systems and 

applications. Their job also involves setting user/group permissions to various 

system resources such as files, configuring firewalls, sifting through system logs 

for signs of an intrusion, and processing alerts. 

  The final link in the security chain is the rank and file within an organization. 

  The employees within an organization should be educated on various do's and 

don'ts through periodically updated security awareness programs. 

  In summary, a healthy combination of enlightened security policy and 

procedures, backed by enforcement, aided by technology, coupled with diligent 
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Basics of Cryptography  

PRELIMINARIES  

 Cryptography is the science of disguising messages so that only the intended recipient can 

decipher the received message.  

 Cryptography is the lynchpin of data security ð besides providing for message 

confidentiality, it also helps in providing message integrity, authentication, and digital 

signatures.  

 The original message or document to be transferred is called plaintext  

 The plaintext which is encrypted  is called ciphertext.  

 The process of  converting  the original plaintext  to ciphertext is called encryption  

 The process of recovering the original plaintext from the ciphertext is called decryption. 

  Encryption involves the use of an encryption function or algorithm, denoted by E, and an 

encryption key, e.  

 Decryption involves the use of a decryption function denoted by D, and a decryption key, d.  

 These operations are summarized below. 

  c = Ee(p)  

  p = Dd(c)  

 Here, p denotes a block of plaintext. It is encrypted by the sender to produce ciphertext 

denoted by c.  

 Decryption operation is performed by the receiver on the ciphertext to recover the plaintext.  

 Kerckhoff's Principle: The secrecy should be in the key used for decryption, not in the 

decryption or encryption algorithms. 

 

4.1.1 Secret versus "Public" Key Cryptography  

 There are two types of cryptography in widespread use ï  

1. Secret key cryptography  

 
2. Public key cryptography.  

 

 In secret key cryptography, both sender 

and receiver share a common secret - the 

same secret key is used for encryption as 

well as decryption. So e = d , this form of 

cryptography is also referred to as 

symmetric key cryptography.  
 

 In public key cryptography, two distinct keys 

forming a key pair are used ï  

I. the encryption key or public key and 

II.  the decryption key or private key.  

 The public key of a user(receiver) is used to 

encrypt messages to that user. 

 It is the private key of the recipient that is used to 

decrypt the message.  

 Because the public and private keys are distinct, 

this form of cryptography is also referred to as 

asymmetric key cryptography.  

 

 If Alka and Brijesh share a secret key, k,  Assuming that Brijesh has a public key-private 
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Secret key cryptography 

5.1 PRODUCT CIPHERS  

 Modern day secret-key ciphers are typically synthesized using the Substitution Box (S-Box) 

and the Permutation Box (P-Box). 

 Substitution Box (S-Box) 

 An S-box is a device that takes as input a (binary) string of length m and returns a 

(binary) string 1 of length n. While it is often the case that m = n, this need not 

always be so.  

 An S-box is implemented using a table (or array) of 2
m

 rows with each row 

containing an  n-bit value.  

 The input to the S-box is used to index the table which returns the n-bit output of the 

S-Box. 

 Permutation Box (P-Box). 

  

 A P-Box performs a permutation or re-arrangement of the bits in the input. 

 A permutation is more restrictive than a substitution.  

 For example, the number of zeros in the output of the P-Box is equal to the number of 

zeros in its input while an S-box imposes no such restriction. 

 A P-Box or S-box by itself is not sufficiently powerful to create a secure cipher. 

However, cascading P-Boxes and S-Boxes alternately, the strength of a cipher can be 

greatly increased. Such a cipher is referred to as a product cipher.  

 

 The three operations that take place in sequence as shown in Fig. 5.1:  

 

(1) An Operation Involving A Function Of The Encryption Key  

(2) A Substitution 

(3) A Permutation 
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Figure: Three-round SPN network 

 These operations are repeated over many rounds or iterations.  

 Of the three operations, the first is the only one that involves the encryption key.  

 It is usually an ṥ ÅØ ÏÒ   of the input  with the "round" key.  

 Each round key is a function of the bits in the encryption key. 

 the S-box is usually implemented as a table.  

 If the block size of the cipher is b, the size of the table that implements a b x b   

  S-box is b x 2
b
 bits.  

 Thus, the table size increases exponentially with the number of inputs.  

 As an example, for b = 64, the size of the table is 270 bits which is a thousand billion billion 

bits!  

 To save table space, a single S-box is broken into multiple S-boxes as shown in each round 

of Fig. 5.1. 

  If s is the number of S-boxes, the number of inputs to each S-box is b/s.  

 Each S-box is now implemented using a table of size (b/s)2
b/s 

bits.  

 Thus, the total size of all the S-boxes is b x 2
b/s 

bits. 
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